MUHUCTEPCTBO OBPA30BAHUSA N HAYKU POCCUACKOW ®EOEPALINU

OENAPTAMEHT rOCYAAPCTBEHHOW NOJINTUKU B COEPE
OBLUEINO OGPA30OBAHUA

MMCbMO
oT 14 masa 2018 r. N 08-1184

O HAMPABJIEHUA UH®OPMALINA

[enapTameHT rocygapcTBEHHOW NONUTUKK B cdpepe obLiero obpasoBaHusa MuHobpHaykn Poccuu HanpasnsieT
Ansa cBefeHust paspaboTaHHble BpemeHHon komuccuen Coseta depepauum no pasBUTUO MHAOPMALIMOHHOIO
obLlecTBa MeToaMYecKke pekoMmeHaauum o pa3MeLleHMn Ha MHPOPMaLMOHHBIX CTeHAaX, ouUmManbHbIX UHTEPHET-
canTax u gpyrmx MHOpMaUMoHHbIX pecypcax obLieobpasoBaTenbHbIX OpraHu3auuii U OpraHoB, OCYLLECTBISHOLLINX
ynpaBneHue B ccpepe obpasoBaHusi, MHpopmMaLuumn o 6e3onacHoM NoBeaeHUM U UCNoSb3oBaHnK ceTn "MHTepHeT".

OupexTop denaptameHTta
A.E.TTETPOB

lpunoxeHue

METOOMYECKUE PEKOMEHOALIMN
O PASMELLEHUN HA UHO®POPMALIMOHHbLIX CTEHOAX, O®ULIMATIbHbIX
WHTEPHET-CAUTAX U APYIMX UHO®OPMALIMOHHbLIX PECYPCAX
OBLLUEOBPA30BATEIbHbIX OPFAHU3ALIMA U OPTAHOB, OCYLLECTBNAIOLLNX
YNPABJIEHUE B C®EPE OEPA30BAHUA, UHOOPMALIUU O BE3OINACHOM
NOBEAEHNN U UCMONb30OBAHUN CETU "MHTEPHET"

Okcneptamyn 1 uneHamn BpemeHHo# komuccunm CoBeTa Pepepaumu Mo pasBUTUIO MHGOPMAaLMOHHOIO
obLiecTBa B pamkax BbIMOMHEHUA peKOMeHJauui napnaMeHTCKMX crnylwaHuin "AkTyanbHble Bonpockl obecneyeHuns
6e3onacHOCTV 1 pas3BUTUS AeTeil B MHOPMaLMOHHOM NpocTpaHcTBe", koTopble npolwwnu B Cosete Penepaunm 17
anpens 2017 r., 6binn pa3paboTaHbl METOANYECKME PEKOMEHAALMM O pa3MeLLEHUN Ha MHPOPMALIMOHHbBIX CTeHAaXx,
omumanbHbIX MHTEPHET-canTax u Apyrmx MHMOPMAaLMOHHbBIX pecypcax oblieobpasoBaTernbHbIX OpraHusaumi u
OpraHoB, OCYLUeCTBNSAOWNX ynpasneHne B cdepe obpasoBaHus, MHdopmaumn o 6He3onacHOM MOBEAEHUU U
ncnonb3oBaHun cetn "MIHTepHeT" (Qanee - MeTognyeckme pekomeHaaumm).

MeToanyeckne pekoMeHAaUMM HampaBfieHbl Ha KayeCTBEHHOE MOBbILLEHUE YPOBHSA WHGOPMaLMOHHON
AesAtenbHoCTM 0OLleobpasoBaTenbHbIX OpraHM3auMin M OpraHoB, OCYLLECTBASWMX YyrpaBrneHve B cdepe
06pas3oBaHus, B YacT MHPOPMUPOBAHNS YHaALLUXCH, UX POAMTENEN (3aKOHHbLIX NpeAcTaBUTenen) n neaarormyecknx
paboTHMKOB 06 OCHOBHbIX acnekTax MHPOpPMaLMOHHON 6e30NacHOCTL.

MeTtogouyeckne  pekomeHZauuMm  no3BonAT  obuleoOpasoBaTenbHbIM - OpraHM3aumMsM KU OpraHam,
OCYLLECTBNALWUM yrnpaBrneHve B cdepe obpasoBaHMs, akTyanuM3vMpoBaTb YXE WCMOMb3yeMble U pa3MeLLEeHHbIe
MH(OPMaLUMOHHbIE MaTepuansl, Tak U MOAroTOBUTb UX B Cry4Yae WX OTCYTCTBUS C Y4ETOM NyulUMX MNPaKTuUK u
pekomMeHgaummn.

B pamkax meTogmyecknx pekomeHaauui paccMaTpmBaoTCs creayoLwme MHCTPYMEHThI:

1. MHOpPMaLMOHHLIE CTEHAHI;

2. ouumanbHble MHTEPHET-PECYPCHI;

3. cpencTBa MaccoBon MHGOpMaLMy (LLUKOMbHbIE ra3eThbl, Negarormieckme n3aadus n apyrue).
UHdopMmaLMOHHBbIe CTeHAbI

Ha wHdopmMaumoHHbix cTeHgax B obweobpasoBaTenbHbIX OpraHu3auusax, pPacrnonoXeHHbiXx B  dowe
yYpexaeHnn n B KabuHeTax, OCHAaLLEHHbIX MepCcoHanbHbIMU YCTPOMCTBaAMKM ANA Bbixogda B ceTb "VIHTepHeT",
pekoMeHayeTCs pPasmMecTUTb WMH(OPMaUMOHHbIE NaMSATKM, CoAepXallime OCHOBHble COBeTbl MO obecneyeHuio
nHdopmaLmoHHon 6e30nacHOCTY yqaLmnxcs.

B npunoxexun N 1 K meTogu4ecknm pekomeHgaunsam npeacraBneH 06pa3eu, namMATKM OAnd pas3MelleHnda Ha
MHOPMALIMOHHbIX CTEHAAX.

CpepncTBa MaccoBoM MHdopmMauum

B cpeactBax mMaccoBon MHOpMaLWM, OPUEHTUPOBaHHBLIX Ha OOy4yaloLMXCs, PEeKOMEHAyeTCcs B TeyeHue
yyebHOro roga perynsipHo nyGrukoBaTb WH(OPMAaUMOHHbIE MaTepuarbl, MOCBSILLEHHble OTAENbHbIM acrnekTam
MHGOPMaLMOHHON 6e3onacHOCTU, a Takke pasfnyHble NamsATKM obLero xapakrepa.

B cpeacteax MaccoBOM  MHGOPMaUMW, OPUEHTVPOBAHHLIX Ha  MeaarorMyeckytd  O6LLEeCTBEHHOCTb,
pekoMeHayeTcs B TeuyeHWe KarneHgapHoro roga perynsipHo nyGnukoBaTb WMHGOPMALMOHHbIE MaTepuarnsi,
NOCBSILLEHHbIE OTAEMbHbIM acrnekTam MH(OPMaLMOHHON 6e30MacHOCTM Kak HECOBEPLUEHHOMETHMX, Tak W
o6L1eo6pazoBaTenbHbIX OpraHMU3aLmi, a Takke pasnuyHblie NaMaTk1, 0630pbl HOPMATUBHO-NPABOBOrO PErynMpoBaHus
JlaHHoOW cchepbl Y UHDOPMaLIMIO O akTyaslbHbIX MEPONPUSITUSIX 1 COBLITUSIX B JaHHON cdepe.

B xone npoBeaeHus EgnHoro ypoka no 6esonacHoct B ceTu "VIHTepHeT" pekomeHayeTcs 06ecneynTb Bbinyck
TemaTM4ecKoro BbiNycka CpeAcTBa MaccoBoW MHAOpMaumm nnbo cepun nybnvkaumin, cpeam KOTopbiX paccMoTpeTb



opraHu3oBaHHble MeponpuATUS Ans oby4aroLMXCcsl, UX POAWTeneit (3akoHHbIX NpeacTaBuTenei) 1 negarorndeckon
06LLECTBEHHOCTU.

OdbnumnanbHbie UHTepHeT-pecypcebl

O6Lweobpa3oBaTenbHbIM  OpraHU3aLusiM  PEKOMEHAYeTCs Ha CcBOWMX oduumanbHbix WHTEepHeT-pecypcax
obecneunTb (PYHKLMOHUPOBAHUE CaMOCTOATENBHOTO W CrieuuanusnpoBaHHoro pasgena "MHdopmaumnoHHas
©6e30nacHOCTL", B paMKax KOTOPOro NpeaycMoTpeTb pa3MelleHne cnegyoLlen Hpopmauum:

N Paspen/nogpasgen dopmaTt CopaepxaHue matepuanos
npeacTaBneHns
MaTepuanos

1. llokanbHble HOpMaTWBHbIE Konun PasmeLyatoTcs KOnuvM SOKYMEHTOB, T.€. CKaHWPOBAHHbIA BapuaHT|
aKkTbl B cchepe obecneyeHns| [OOKYMEHTOB B |[JOKYMEHTa, COOTBETCTBYHOLIMI TpeboBaHWAM K napameTpam
MHOPMaLMOHHON dopmaTe *PDF [ckaHupoBaHus. PasmelnaloTcs AOKYMEHTbl, perfiaMeHTupyoLmne
be3onacHocTn opraHusauuio 1 paboTy C nepcoHanbHbIMW AaHHbIMW, MNMaHbl
obyyvaromxcs MeponpuaTUA No obecneyeHnto MHPOPMaLNOHHON 6e30nacHOCTU

oBy4arowmxcs u gpyrue.
MyBbnukyoTca  akTyarnbHble

2. HopmaTtmsHoe Konun cBedeHns o degepanbHbIX U

perynupoBaHue [IOKYMEHTOB B [pe€rMoHarnbHbIX 3aKoHaxX, MUCbMax OpraHoB BracTM W Apyrve
dopmate *PDF HopMaTUBHO-MpaBOBble [OKYMEHTBI, pernameHTVpytoLme
obecneyeHne MHOPMaLMOHHO 6esonacHocTU

HecoBepLueHHoneTHMX. [lonyckaeTcsa BMECTO KOMui pasMeLlaTth
rMNepcChifikn  Ha COOTBETCTBYHOLLUME [AOKYMEHTbl Ha caunTax
OpraHoB rocygapCTBEHHOM BNACTMU.

3. [Meparornyeckum TekcT Ha PasmellaloTcss MeToOM4Yeckne pekoMeHZauuMn M ykasbiBaeTcs
paboTHUKaM cTpaHuLe caiTa MHGopMaLuMsi O MeponpusiTUsIX, MNpoeKkTax W nporpaMmasx,
Konuu HanpaBneHHbIX Ha MOBbILEHWE WHOPMALMOHHOW rPaMOTHOCTM

OOKYMEHTOB B
dopmare *PDF
TekcT Ha
CTpaHuLe canTa

neaarorn4ecknx pa6OTHVIKOB.

4. (O6yyatowmmes Pasmelaetca nHdopmaumoHHas namsTka (npunoxerdne N 2) n
yKasblBaeTcs MHOpMauusi O MepPOnpuSTUAX, NpoekTax W
nporpaMMax, HamnpaBbfiEHHbIX Ha MOBbILEHNE WMHEDOPMALMOHHOM
rPaMOTHOCTM 0ByYaroLLMXCS.

PasmelyaeTtca nHgopmaumoHHas namaTka (npunoxerHve N 3).

TekcT Ha
CTpaHuLe canTa

5. |PoanTenam (3aKOHHBIM
npeacTaBUTENAM)
obyyarowmxcs

6. [leTckne GesonacHble canThbl

TekcT Ha
CTpaHuLe canTa

Pasmelyaetca nidopmaums 0 pekoMeHayeMbIX K UCMONb30BaHNUIO
B yuebHOM npouecce 6e3onacHbIx cantax, 6baHHepbl 6e3onacHbIX
\NeTCKNX canTos.

OpraHam, ocyLleCTBNSOLWMM ynpaBrneHue B ccpepe ob6pas3oBaHusl, peKOMEHOYETCH Ha CBOUX OoduLManbHbIX
NHTepHeT-pecypcax obecneyuntb (YHKLUMOHMPOBAHME CaMOCTOSATENBHOIO W  Chleuuanu3vpoBaHHOrO pasgerna
"MHdhopmaumoHHas 6e30nacHoOCTL", B pamMmkax KOTOPOro NpeaycMOTpeTh pasMeLLeHre creayoLen nHgpopmawmm:

lNMpunoxerHue N 1

NAMSATKA )
ANS OBYYAIOLLMXCS O6 MUHOOPMALIMOHHOW BE3OMACHOCTU IETEM

HENb3A4

1. Bcem nogpsag coobuiatb CBOK YacTHYH MHopMaLmMio (HacTosiLLme uMsi, amunuio, TenedoH, agpec, Homep
LUKOMbI, @ Takke doTorpacum cBom, CBOEN CEMbU U Apy3en);

2. OTKpbIBaTb BMOXEHHbIE (halirbl ANIEKTPOHHOW NOYThI, KOrAa He 3Haellb OTNPaBUTENS;
3. MpybuTb, NpuaMpaTbes, okasbiBaTb AaBMNEHNE - BECTU cebsi HEBEXITMBO U arpecCuBHO;
4. He pacnopsixkaics geHbrammy TBoe ceMbl 6e3 paspelleHmnst cTapLumx - Bcerga crnpaluvsan poauTtenei;

5. He BcTpevainca ¢ NHTepHeET-3HaKOMbIMKM B pearibHOW XW3HW - MOCOBETYMCHA CO B3pPOCHbIM, KOTOPOMY
JoBepsiellb.

OCTOPOXHO

1. He Bce nuwyT npaBay. Yutaewwb o cebe Henpasay B VIHTepHeTe - coobLm 06 3TOM CBOMM poanTENsaM MUnu
oneKyHawm;

2. MpurnawatoT NepenucbiBaThCsl, Urpatb, 0OMeHMBaTLCS - NPOBEPb, HET MW NOABOXA;
3. HesakoHHOe konunpoBaHue dainnos B IHTEpHETE - BOPOBCTBO;
4. Bcerpa pacckasbiBaii B3pocrbiM 0 npobrnemax B CETU - OHW BCEraa nomoryT;

5. Vcnonb3yi HacTpoirku 6e30nacHOCTM U MPUBATHOCTU, YTOObLI HE MOTEPSTb
ApYyrux ropranax.

CBOM aKKayHTbl B COLCETAX U



MOXHO
1. YBaxan gpyrux nonb3oBaTenen;
2. Nonb3ayewbcs HTEPHET-UCTOYHUKOM - Aefnan CCbIfIKy Ha Hero;
3. OTKpbIBal TONbKO T€ CChISIKM, B KOTOPbIX YBEPEH;
4. O6LaThCs 32 MOMOLLBI B3POCHbLIM - POAUTENM, OMEKYHbI U aAMUHUCTPaLIMA CalTOB BCeraa nomoryT;
5. Mpowian obyyeHune Ha canTe "CeTeBMYOK" 1 NONYy4YM NacnopT LM poBOro rpaxaaHunHal
lMpunoxeHue N 2

NHOOPMALIMOHHAA NAMATKA
aOnAa obYYAIOLWKUXCA ANnA PASMELLEHUA
HA O®ULIMATIbHbBIX UHTEPHET-PECYPCAX

C kaxpgblM rogoM MOSoOeXun B NHTEPpHEeTE CTaHOBUTbLCA Oonblue, a LWKOMbHUKA OOHU U3 CaMbIX aKTUBHbIX
nonb3oBatenen PyHeTa. Mexay TeM, NOMMMO OFPOMHOIO KOfMYecTBa BO3MOXHOCTEN, UHTEPHET HECET 1 I'Ip06J'IeMbI.
OTa namsATka JoSmkHA NoMoYb Tebe 6e30MacHO HaxXOAUTLCS B CETH.

KomnbloTepHble BUpyChI

KomnbloTepHbI BUPYC - 3TO PasHOBUAHOCTb KOMMBLIOTEPHBIX MPOrpamm, OTNMYUTENBHON OCOBEHHOCTLIO
KOTOPOW ABNSIETCS CNOCOBHOCTL K Pa3MHOXEHWI0. B gononHeHve K aTomy, BUPYCbl MOTYT NOBPEANTL UIN MONTHOCTbIO
YHUYTOXWTb BCe aunbl M AaHHble, MOOKOHTPOIMbHbIE MOMb30BaTeNd, OT WMMEHW KOTOporo Obina 3anylieHa
3apaxkeHHas nporpamMma, a Takke NoBPeAuTb UNN AaXe YHUHTOXWUTb ONepaunoHHYy0 CUCTEMY CO BceMu dharinamum B
uenom. B 6onbluMHCTBE Cry4aeB pacnpoCTPaHATCS BUPYCbl Yepes NHTEePHET.

MemoOdhbI 3aujumsi om 8pedOHOCHbIX MPOo2pPaMM:

1. Vcnonb3yil COBpPEMEHHbIE OMEepaLMoOHHbIE CUCTEMbI, MMELMNE CEpPbe3HbI YPOBEHb 3alluTbl OT
BPEAOHOCHBIX NpOrpaMm;

2. MocToAHHO ycTaHaBnvBam nayTv (LudpoBble 3annaTky, KOTOpble aBTOMaTWYeCKU yCTaHaBMnMBalTCH C
uenbo gopaboTku nporpaMmmbl) U Opyrme OOGHOBMEHUSA CBOEW OMepaLMoHHOM cucTembl. CkaumBam MX TOMbKO C
oduumanbHoro canta paspabotumka OC. Ecnu cyLecTByeT pexxum aBToMaTU4eCcKoro 06HOBNEHWS, BKITHOYM €r0;

3. PaboTtai Ha cBoeM KOMNbOTEPE NOo4 npaBaMu nonb3oBaTend, a He agMUHUCTpaTopa. OT0 He no3BoNUT
6OI'IbLIJVIHCTBy BPEeOOHOCHbIX NporpaMm UHCTanmMpoBaTbCA Ha TBOEM NepCcoHaribHOM KOMMNbOTEPE,

4. Vicnonb3yii aHTUBUPYCHblE MpPOrpamMMHble MPOAYKTbl U3BECTHLIX MPOM3BOAMTENEN, C aBTOMATUYECKUM
obHoBrneHnem 6as;

5. OrpaHunyb unsn4ecknii JOCTYN K KOMNbIOTEPY AN NOCTOPOHHMX NNLL;

6. Vicnonb3yi BHELLHWE HOCMTenn nHgopMaumn, Takme Kak dreLuka, AUCK unm carnn n3 uHTepHeTa, TONbKO 13
NPOBEPEHHbBIX NCTOYHUKOB;

7. He oTkpbIBal KOMNbOTEPHbIE (halinbl, NONyYeHHbIE N3 HEHAAEXHbIX MCTOYHMKOB. [laxke Te daiinbl, KoTopble
npucnan TBON 3HaKOMbIN. Jlyylle YyTOYHU Y Hero, oTnpaBnsan N oH Tebe nx.

Cetn WI-FI

Wi-Fi - aTo He BuA nepefayvn [aHHbIX, HE TexHororusi, a Bcero nuwbe 6peHa, mapka. Ewe B 1991 roagy
HUaepnaHackas komnaHust 3apeructpuposana 6peng "WECA", uto o6o3Havano cnosocodeTaHune "Wireless Fidelity",
KOTOPbIV NepeBoaANTCS Kak "GecrnpoBodHast TOMHOCTL".

[o Hawero BpemeHu powna Apyras abbpeBuaTypa, koTopas ABMASETCA TakKOW e TexHororven. 3910
abbpesunatypa "Wi-Fi". Takoe Ha3BaHMe ObINIO JAHO C HAMEKOM Ha CTaHAApT BbICLUEN 3BYKOBOW TexHukn Hi-Fi, yto B
nepesoje o3HavyaeT "BblCOKasd TOYHOCTL".

Oa, OecnnaTHbIN WHTEPHEeT-A0CTYyN B Ka(*)e, oTendx n asponopTtax ABndeTcd OTNNYHOWN BO3MOXHOCTbBIO BbIXO4a
B UHTEPHET. Ho mHorne QKCNepTbl CHNTAKOT, YTO 06LLI,6,ElOCTyI'IHbIe Wi-Fi ceTn He siBnsoTCs 6e3onacHbIMU.

Coeemsi no 6e3onacHocmu pabomsi 8 o6wjedocmynHbix cemsix Wi-fi:

1. He nepenaBaii cBoto nuyHyto nHopmaumio Yepes obuienoctynHole Wi-Fi ceTn. PaboTas B HUX, kenaTenbHO
He BBOAWTb Naponu A0CTyNa, NOrMHbI U Kakue-To HOMepa;

2. Vicnonb3yn 1 06HOBMAW aHTMBUPYCHbIE NporpaMMbl 1 6paHamayep. Tem cambiM Tbl 0b6e3onacuilb cebs ot
3aKa4kv BMpyca Ha TBOe YCTPOWCTBO;

3. Mpw ucnonbsoBanunm Wi-Fi oTkmoumn dyHkumto "O6wmin goctyn K dpannam v npuHtepam”. [JaHHasa dyHKums
3aKpbiTa MO YMON4YaHWI0, OAHAKO HEKOTOPbIE NONb30BaTENM akTUBUPYIOT ee Ans yaobcTBa ncnonb3oBaHus B paboTe
unn y4ebe;

4. He ncnone3ayin nyénuyxbii WI-FI ans nepegayn NUYHbIX aHHbIX, HAnpuMep Ansi BbIXxo4a B CoLmarnbHble CeTh
UINKN B 3NEKTPOHHYIO MOYTY;



5. Micnonb3yi TonbKo 3aluumLleHHoe coeanHerne Yepe3 HTTPS, a He HTTP, 1.e. npu Habope Be6G-agpeca BBoau
nmeHHo "https://";

6. B mobunbHom TenedoHe oTkMoum gyHkumto "TogkntodeHne k Wi-Fi aBTomatmyeckn". He ponyckan
aBTOMaTM4eCKOro noakmntoveHnst yctponctea k cetam Wi-Fi 6e3 TBoero cornacusi.

CouumanbHble ceTu

CoumanbHble CeTu aKTMBHO BXOAAT B HaLly XW3Hb, MHOTME mnoAan paboTatoT U XKMBYT TaM MOCTOSIHHO, a B
Facebook yxe 3apernctpupoBaH Munnuapa YenoBek, YTo ABMAseTCA 04HOW CeAbMOW BCeX Xutenen nnaHetbl. MHorve
nonb3oBaTenu He NMOHMMAaT, YTO MHAOPMaLKMS, pa3MeLLeHHas MU B COLManbHbIX CETAX, MOXET ObITb HariaeHa n
1ncnonb3oBaHa KeM yrogHo, B TOM ymcre He ob6a3aTenbHO ¢ bnarumm HaMepeHnsaMu.

OcHoeHble coeemsi Mo 6e30nacHOCMU 8 coyuasbHbIX cemsix:
1. OrpaHnyb Cn1cok apy3en. Y Tebs B Apy3bsx HE AOMMKHO OblTb CryYalHbIX Y HE3HAKOMBbIX NOAEN;

2. 3alumiiai CBOK YacTHY XMU3Hb. He ykasbiBal maponu, TenedoHbl, aapeca, AaTy TBOEro POXAeHUs u
APYrylo NUYHYI0 MHpopMaLMio. 3rOyMbILLSIEHHVKM MOTYT MCMOMb30BaTh AaXe UHGOPMaLUMIo O TOM, Kak Tbl U TBOM
poauTeny nnaHvpyeTe NPOBECTU KaHUKYbI;

3. Bawmwan ceoro penyTauuto - OepXn ee B YACTOTe M 3agaBan cebe Bonpoc: xoTen Obl Tbl, YTOOLI Apyrue
nonb3oBaTesnin BUOernun, 4Tto Tbl 3arpy>|<ae|.ub? |-|0,El,yMal7I, npexae 4em 4To-To OI'Iy6J'II/IKOBaTb, HanucaTtb U 3arpys3unTb;

4. Ecnu Tbl roBOpuLLb C NOAbMU, KOTOPbIX HE 3HAeLlb, HE UCMONb3y CBOE pearibHoe UMS U APYryto JINYHYHO
NHOPMaLMKN: UMSI, MECTO XUTENbCTBA, MECTO y4ebbl U NpoYee;

5. MN3beran pasmelleHus dotorpaduin B IHTepHeTe, rae Tbl M3006pakeH Ha MECTHOCTU, MO KOTOPON MOXHO
onpenenvTb TBOE MECTOMOJIOKEHWE;

6. Mpu perncTpaumm B coumarnbHoi ceTv HeoBXoaAMMO UCMONb30BaTb CHOXHbLIE MAaposu, CocTosiLme 13 BYKB U
LMP ¥ C KONMYECTBOM 3HaKOB HE MeHee 8;

7. Ona coumanbHOW CETU, NOYTbl U APYrMX CalToB HeobXxoaMMo MCMOoNnb30BaTh pasHble naponu. Torga ecnuv
Tebs B3NOMatoT, TO 3MOYMbILLIIEHHWKU NOMyYaT AOCTYN TOMbKO K OAHOMY MECTY, a He BO BCE Cpa3y.

OneKTPOHHbIe AeHbIN

SJ'IEKTpOHHbIe OEHbIn - 3TO OYeHb y,EI,06HbII7I crnocob nnaTtexen, ogHako CyLeCTBYHOT MOLUEHHUKN, KOTOpble
XOTAT NONYy4YNUTb 3TN AEHbIN.

SJ'IEKTDOHHbIe OEeHbr'nm NoABUIINCb COBCEM HEQABHO U MMEHHO 13-3a 3TOro BO MHOIMX rocyaapcrteax o cux nop
He nponncaHo Npo HMX B 3aKOHaxX.

B Poccumn xe oHu Ct)yHKU,I/IOHVIpyPOT N O HUX yXXe MponncaHo B 3aKOHe, rge ux pasgenarT Ha HECKOJIbKO BMOOB
- aHOHMMHblIE U HE aHOHUMHbIE. PasHmu,a B TOM, YTO aHOHUMHbIE - 3TO TE€, B KOTOPbLIX pa3pellaeTcd npoBoAUTb
onepauun bes VI,EI,eHTI/I(*)I/IKaLI,VIVI nonb3oBaTternid, a B HEeaHOHUMMHbIX VI,ELeHTI/ICbI/IKaLI,I/IFI nonb3oBaTena dBndeTcd
obsazaTenbHONM.

Takxe cnegyeTt pasnuyatb  3NEeKTPOHHbIe dumaTHble OeHbrn (paBHbI rocygapCTtBeHHbIM BaJ'IIOTaM) n
ANEKTPOHHbIE HEMATHbIE AEHBIN (He PaBHbI roCcyaapCTBEHHbLIM BaJ'HOTaM).

OcHogHble cosembi Mo 6e3onacHoll pabome € 3/1eKMPOHHbIMU OeHb2aMu:

1. MNpuBsKM K cHETY MOBUIBHBIN TenedoH. ATo camblii YAOOHLIN 1 BbICTPLIA cnocob BOCCTAHOBUTL AOCTYM K
cyeTy. [MpuBaA3aHHbIN TenedoH NOMOXeT, ecnu 3abyaellb CBOW NNaTeXHbIi Napornb UNu 3anjellb Ha canT C
HE3HaKOMOro YCTPONCTBa;

2. Vicnonb3yin ogHopasoBble maponu. [Mocne nepexofa Ha YCUNMEHHyl aBTopu3auumio Tebe yxe He GyaeT
YrpoXaTb OMacHOCTb Kpaku UMK nepexsaTta NnaTexHoro napons;

3. Beibepu crioxHbIvi naponb. MpecTynHukam 6yaeTt He NpoCcTo yrafaTh CrOXHbIM Naponb. HagexHsle naponu
- 9TO Naponu, KOTopble cogepXaT He MeHee 8 3HaKOB M BKIOYAIOT B ce0S CTPOYHbIE 1M NMPONUCHbIe ByKBbI, LMdpbI 1
HeCKOIbKO CMMBOMOB, TakWe Kak 3Hak gornnapa, hyHTa, BockmuaTenbHbIi 3Hak 1 T.n. Hanpumep, $tROng!;;

4. He BBOAW CBOW NYHbIE AaHHbIE HA canTax, KOTOPbIM HE AOBeEpsieLLb.
OneKTpOoHHas no4yta

OnekTpoHHasa noyta - 3TO TEXHONOrMs M MNpefocTaBnsieMble €K YCnyrM NO Mepechbiike U NOMyyYeHWuto
9MNEKTPOHHbIX COOBLLEHWI, KOTOPbIE pacnpenensioTcs B KOMNbIOTEPHON ceTn. OBbIYHO 3MEKTPOHHBIN MOYTOBbIN AWK
BbIMMSAUT crnefylowmm obpasom: MMs_Monb3oBatend@umMs_AoMeHa. Takke Kpome nepefaym npocToro TeKCTa,
nmMeeTcs BO3MOXHOCTb rnepeaasaTb danrbl.

OcHoeHble cosembi Mo 6e3onacHoli pabome € 3/1eKMPOHHOU MoYymou:

1. Hapgo BbiGpaTh NpaBunbHbIA NOYTOBLIN CepBUC. B MHTepHeTe ecTb OrpOMHbI BbiIGop GecrnnaTHbIX NoYTOBbIX
CEepBMCOB, OAHAKO Nyulle 4OBEPsATb TEM, KOro 3Haellb W KTO NEPBbLIA B PENTUHTE;

2. He yka3biBal B TM4HOM NOYTE NNYHYHO MHpopMaLmio. Hanpumep, nydiue BelbpaTh "My3bikanbHbIi_daHaT@"
unu "pok2013" BMecTo "Temal3";



3. Ucnonk3yii AByxaTanHyto aBTopm3aumio. ATO Korga NoMUMO Maposist HY>XHO BBOAUTb KO, NPUCHLINIaeMblii No
SMS;

4. Bblbepu CrnoxHbl naposb. [nsi Kaaoro NoyYToBOro silMka AOMMKEH ObiTb CBOW HAOEXHbIN, YCTOMUYMBLIN K
B3710MY Maporib;

5. Ecnun ecTb BO3MOXHOCTb HanucaTtb camomy CBOW NINYHbIN BOMpPOC, VICI'IOJ'Ib3y17I 3TY BO3MOXXHOCTb;

6. Vcnonb3yin HeCKONMbKO MOYTOBLIX ALWMKOB. [epBbI ANs YacTHOM Nepenuckyu ¢ agpecatamu, KOTOpbIM Thbl
AoBepsieLlb. ATO 3NEKTPOHHbLIN aApec He Hafo MCMoNb3oBaTh NPY perncTpauumn Ha hopymax n canTax;

7. He oTkpbiBan hainbl n Apyrne BROXEHWUS B NUCbMax, AaXe eCrnv OHW NPpULLAM OT TBOUX Apy3ein. Jlyywe
YTOYHW Y HUX, OTNPaBASANN N OHM Tebe 3Tn dannsl;

8. MNocrne okoH4YaHWst paboTbl Ha MOYTOBOM CEPBUCE MEPEL 3aKpbiTUEM BKIMAAKM C CauToOM He 3abyab HaxaTb
Ha "Bbiatn".

KM68p6y.l1.I1VIHF unn BnpTtyanibHoe usgeBaTtesibCTBO

KnGepOynnuHr - npecrnegoBaHue COOGLLEHUAMM, COAepXKalMU OCKOPGIIeHUs, arpeccuto, 3amnyruBaHue;
XYNUraHCcTBO; coLmanbHoe GOMKOTUPOBaHWE C NMOMOLLBIO Pa3NnYHbIX UHTEPHET-CEPBUCOB.

OcHoeHble cogembl 1o 6opbbe ¢ kubepbyuHzoM:

1. He 6pocaica B 6oi. Jlydywmini cnocob: nocoBeToBaTbCs kak cebst BECTU U, €Crn HET TOro, K KOMY MOXHO
0bpaTuTbCs, TO BHaYarne ycrokoutbcsl. Ecnv Tbl HauHeLb oTBeYaTb OCKOPOIEHNAMY Ha OCKOPONEHNs, TO TONBKO eLle
Bonblue pasoxokeLlb KOHQMUKT;

2. YnpaBnsii cBoel knbeppenyTtaumen;
3. AHOHMMHOCTb B ceTM MHMMas. CyLLecTBYHT Cnocobbl BbISICHATb, KTO CTOMT 3@ @HOHUMHBLIM akKayHTOM;

4. He cTonT Bectn XynuraHckuii obpas BMPTyarbHOW XW3HWU. VIHTEpHeT cuKkcrnpyeT Bce TBOM OEWCTBUS U
coxpaHsieT ux. Yganutb ux byaet kpanHe 3aTpyaHUTENbHO;

5. Cobntogari cBoto BUPTYarbHY YeCTb CMOSoAY;

6. WrHopvpyn eguHudHbIM HeratuB. OpgHOpasoBble OCKOPOUTENbHbIE COOOLLEHMSA fydylle WUrHOpMpoBaThb.
OObIYHO arpeccusi NpekpaLLaeTcsa Ha HavyanbHON CTaguu;

7. baH arpeccopa. B nporpammax obMeHa MrHOBEHHbIMM COOOLLEHNSIMU, B COUManbHbLIX CETSX €CTb
BO3MOXHOCTb 6]'IOKVIpOBKM OoTnpaBKn coobLeHui ¢ onpegeneHHbIX agpecos;

8. Ecnu bl cBMaeTenb knbepbynnuHra. TBoM AeNCTBUSA: BbICTYNUTb NPOTUB NpecriefoBaTtens, nokasaTb emy,
4YTO ero AeNCTBMSI OLEHUBAOTCA HeraTvBHO, MOAAepXaTb XepTBY, KOTOPOW Hy)XHa Ncuxonormyeckasi nmoMollb,
COoO0LWUTL B3POCIbIM O (DaKTe arpeCCUBHOMO NOBEAEHUS B CETU.

Mo6unbHbIN TenedoH

CoBpeMeHHble cMapTdOHbl 1 MraHWeTbl cogepxaTt B cebe BnonHe B3pOCHbI hyHKUMOHAr, U Tenepb OHM
MOTyT KOHKYPUPOBaTb CO CTaLUMOHapHbIMK KoMnbloTepamu. OgHako, CpeacTB 3alumThl ANA NOA0OHbIX YCTPOWCTB Noka
oYeHb Mano. TecTupoBaHvne 1 NOUCK YA3BMMOCTEN B HUX MPOUCXOAMT He Tak MHTeHCMBHO, kak ans MK, To xe camoe
KacaeTcst U MOBUINbHBIX NPUIOXEHWUN.

COBDEMeHHbIe MOOBUIbHbIE 6pay3epbl yXe npaktn4yeckn gorHanum HacTtosibHble aHanoru, oaHako pacwupeHume
(byHKLI,VIOHaI'Ia BneveT 3a cobon 6OJ'IbLIJyP0 CNOXHOCTb N MEHbLUYH 3alWUNLLEHHOCTb.

[aneko He Bce Npov3BOAMTENN BbiNyCckaloT 0OHOBNEHUS!, 3aKpblBaOLLME KPUTUYECKME YA3BUMOCTM ANSi CBOUX
YCTPONCTB.

OcHoeHble coeemsbl Osisi 6ezonacHocmu MO6UJIbLHO20 menetpOHa:

Huyero He sBnsieTcs no-HacTosiuiemy 6GecnnaTHbiM. Byab ocTopoxeH, Bedp korga Tebe npegnaraiot
GecnnaTHbI KOHTEHT, B HEM MOTYT BbITb CKPbIThbI KAK1E-TO MaTHbIE YCIyru;

Oymaii, npexae yem otnpaBute SMS, boTo unm Buaeo. Tol TOYHO 3HaELb, FAe oHW ByayT B KOHEYHOM UTOre?
Heobxonumo 06HOBNSATL ONEepaLMOHHYI0 CUCTEMY TBOEFO CMapTOHa;
Mcnonb3yi aHTUBMPYCHbIE NporpamMmbl 4N MOOUMbHBLIX TENEOHOB;

He 3arpyxaii npunoxeHuss OT HEU3BECTHOTO WCTOYHMKA, Bedb OHW MOryT cofdepxaTb BpPeOOHOCHOE
nporpaMmMHoe obecneveHue;

[Mocne Toro Kak Tbl BbIiAEWb C canTa, rae BBOAWUM NUYHYK MHAOPMaUuio, 3aan B HacTpomnku Gpaysepa u
yaanm cookies;

Meproamnyeckn npoBepsii, Kakne niaTHbIe YCryrn akTMBMPOBaHbl HA TBOEM HOMEPE;
[JaBait cBoi HOMep MOBGUMbHOrO TerneoHa TONbKO NOASM, KOTOPbIX Thl 3HAELb U KOMY JOBepsiellb;

Bluetooth gomkeH GbITh BbIKIIOYEH, KOraa Thl UM He Monb3ayellbes. He 3abbiBaii nHoraa npoBepsiTe 3T0.



Online urpbi

CoBpeMeHHble OHMalH-UIPbl - 3TO KpacoYHble, 3axBaThiBalolWMe pa3BrneyeHnsi, 06beanHsWMe COTHU ThiCsAY
yenoBek Mo BceMy Mupy. Mrpoku vccrnefyoT OaHHbIM UM Mup, oGLLalTCa ApYr C APYroM, BbIMOSHSAT 3adaHus,
CpaXkartoTCsi C MOHCTPAMU 1 MOMyYakoT OnbIT. 3a YAOBOMLCTBME OHU NNATAT: NOKYNakoT AMCK, OnnaymBaoT aGoOHEMEHT
UM NproBpeTaoT Kakne-To onuum.

Bce aT™m cpeactBa uayT Ha nopdepxaHue U pasBUTME UMPbl, a Takke Ha camy 06e30mnacHOCTb:
COBEPLLUEHCTBYIOTCSI CUCTEMbI aBTOPU3ALMM, BbIMyCKAKOTCH HOBble MaTyu (UMEPOBLIE 3annaTky Afs Nporpamm),
3aKpbIBaOTCS YSI3BUMOCTM CEPBEPOB.

B nogo6Hbix nrpax CTouT onacatbCA He CTOJIbKO CBOWMX COMNEPHUKOB, CKOJIbKO KpaXu TBOEro naponsd, Ha
KOTOPOM OCHOBaHa cuctemMa aBsTopusaunm OonbLlUMHCTBA nrp.

OcHoeHble coeemsi 1o 6e30MacHOCMU Meoe20 U2PO8020 aKKkayHma:
1. Ecnu gpyrovi Urpok BegeT cebs Nnoxo unu cosgaeT Tebe HeNpUSITHOCTY, 3aBOKMPYI ero B CNIMCKe UIPOKOB;

2. I'Io>|<ar|y17|c;| agMUHUCTPaTopaM Urpbl Ha Nyioxoe nosegeHne 3TOro Urpoka, XenatesibHO NPUNoOXnTb Kakmne-
TO OOKasaTesnbCTBa B BUAE CKPUHOB;

3. He ykasbiBan nuyHyto nHgopmaumio B npodanne urpbi;

4. YBaxan gpyrmx y4acTHUKOB MO WUrpe;

5. He yctaHaBnuBan HeoduumarnbHble NaTym U MOAbl;

6. Vcnonb3yin CnoxHble 1 pasHble Naponu;

7. Oaxe BO BpeMs Urpbl HE CTOMT OTKIMOYaTh aHTUBUPYC. [oka Tbl UrpaeLlb, TBOW KOMMbIOTEP MOTYT 3apasunTb.
DULINHT UNK KpaXa NMUYHbIX AaHHbIX

O6GbIYHON Kpakel OeHer U OOKYMEHTOB CErOAHSA YXe HUKOro He YAMBWLIb, HO C PasBUTUEM WHTEPHET-
TEXHOIOMMI 3rT0YMbILLMIEHHUKM NEPEMECTUITUCH B UHTEPHET, Y NPOAOIKAT 3aHMMaThCs "niobumbiM” genom.

Tak nosiBunacb HOBas yrpo3a: MHTEPHET-MOLUEHHNYECTBa U (OULLMHF, rMaBHas Lenb KOTOPOro COCTOUT B
nonyyYyeHun KoHUAeHUManbHbIX AaHHbIX Nonb3oBaTenen - NorMHoB U naponen. Ha aHrnuiickom s3bike phishing
ynTaetcs kak duwuHr (ot fishing - peibHasa noens, password - napons).

OcHogHble cosembi 1Mo 6opbbe ¢ puwuHsoM:

1. Cnean 3a cBouMm AKKayHTOM. Ecnu Tl nogospeBaellb, YTO TBOS aHKeTa Oblna B3nomaHa, To Heobxoanmo
386ﬂOKVIDOBaTb ee 1 coobwmnTb aaAMUHUCTpaATOpaM pecypca 00 3TOM Kak MOXHO CKopee;

2. MCI’IOﬂbSyVI 6e3onacHble Be6-caiThbl, B TOM YMCHe, MHTEepPHEeT-Mara3nHoB U NOUCKOBbIX CUCTEM;

3. Vcnonb3yn crnoxHble U pasHble naponu. Takum obpasom, ecnu Tebsi B3NOMaroT, TO 3MOYMbILLIIEHHMKN
nony4aT JOCTYN TOMbKO K OAHOMY TBOEMY NPOOUII0 B CETU, @ HE KO BCEM;

4. Ecnn Tebs B3nomanu, To He06XoAMMO NpeaynpeanTb BCEX CBOMX 3HAaKOMbIX, KOTOpble A06aBreHbl y Teb4 B
Apy3bsaX, O TOM, 4TO TebGsA B3momanu U, BO3MOXHO, OT TBOEro MMeHu OyaeT pacchinatbCd CnaM U CCbIIKM Ha
ULLNHIOBLIE CalThI;

5. YctaHoBu HagexHbI naponb (PIN) Ha MOBUMbHBIV TeNedoH;
6. OTkntoum coxpaHeHve naponsi B 6paysepe;

7. He oTkpbiBan thannbl U Apyrue BAOXEHUS B NUCbMax, Aaxe eCcrnv OHU NpULINM OT TBOMX Apy3en. Jlydile
YTOYHW Y HUX, OTMPaBsANy N oHn Tebe aTu dannebl.

LindpoBas penyrauus

LincbpoBas penytaums - aTo HeraTMBHasa unv NO3nTUBHas Hopmaumsa B cetn o Tebe. KomnpomeTupytoLas
UH(OpMauus, pasmeLleHHass B MHTEPHeTe, MOXET cepbe3HbiM 06pa3oM OTpa3nTbCs Ha TBOEW peanbHON XXWU3HW.
"LincbpoBas penytaums" - 3T0 TBON UMUK, KOTOPbIN (hopMmpyeTcs U3 uHdopMauum o Tebe B MHTEpHeTe.

TBOE MecTo XUTenbCcTBa, yqe6b|, TBOE (PMHAHCOBOE MOSIOXKEHNE, 0COBGEHHOCTHN Xapaktepa M pacckasbl O
©nM3KMX - BCce 3TO HakannmMBaeTcs B CETU.

MHorve nogpoCTKM NErKOMbICIIEHHO OTHOCSITCS K Ny6nvkaumm nuyHom nHdopmaummn B IHTEpHeTe, He NoHMMmast
BO3MOXHbIX MOCNeacTBuUiA. Thl Aaxe He CMOXeLUb AorafatbCst O TOM, YTo doTorpadusi, pa3MellleHHas 5 net Hasag,
cTana nNpuYnHON oTkasa NpuHSTL Tebsa Ha paboTy.

KommeHTapun, pasmelleHne TBomx doTtorpacduin n gpyrme 4encTBusi MOryT He MCYE3HYTb Aaxe nocre Toro,
Kak Tbl UX yAanuib. Tbl HEe 3Haellb, KTO COXpaHur 3Ty MH(opmauumio, nonana nu oHa B MOUCKOBblIE CUCTEMbI U
COXpaHunachb N1 OHa, a rMaBHOEe: YTO NoagyMalT O Tebe okpyXKarLue Mau, KOTopble HanayT 1 yBUAAT 3T0. Hantn
MHOPMaLMIO MHOTO NeT CMYCTsi CMOXET Moo - kak M3 4OOPbIX NOBYXKAEHWI, Tak U C HAMEPEHWEM NPUYNHUTL BPEA.
OTO MOXET OblITb KTO YrofHo.

OcHoeHble coeemal Mo 3aujume yugpoeol penymayuu:



1. Mopymaii, npexzae YeM 4To-To NyGnuKoBaTh M NepefaBaTth y ce6s B Griore Unm B coumarnsHOn CeTu;

2. B HacTpowikax npoduns yCTaHOBM OrpaHUYeHnst Ha MPOCMOTP TBOEro NpPodunis 1 ero COAEPXXUMOro, caenam
€ro TonbKo "ansa gpysen”;

3. He paameLuali 1 He yka3sbiBai MHpOpMaLMIO, KOTopasi MOXKET KOro-nnGo ocKopGnsiTe UK oGukaTb.
ABTOpCKOe npaBo

CoBpeMeHHbIe LLKOMNbHUKW - aKTWBHbIE Monb3oBaTenu LMdpoBoro npocrtpaHcTea. OgHako Aaneko He Bce
3HalOT, YTO MONb30BaHWE MHOIMMU BO3MOXHOCTSIMM UuMcpoBoro Mupa TpebyeT cobniogeHnss npae  Ha
WHTEnNneKTyanbHyt cOBGCTBEHHOCTb.

TepMmuH "nHTennekTyanbHas COOGCTBEHHOCTb" OTHOCUTCHA K Pa3NUYHbIM TBOPEHUSIM YeroBEYecKoro yma,
HayvMHas C HOBbIX M300peTeHun 1 3HakoB, 0603HaYaloLWMX COOCTBEHHOCTb HA MPOAYKTblI U YCMyru, U 3akaH4uBas
KHUramu, cpotorpacmsamm, KNHOUNbMamMmun 1 My3biKanbHbIMW MPOU3BEAEHNSIMMU.

ABTOpCKME MpaBa - 3TO NpaBa Ha MHTENMeKTyanbHyto COBCTBEHHOCTb Ha NPOU3BEAEHNS HayKu, NUTepaTypbl 1
nckycctsa. ABTOPCKME NpaBa BbICTYNatoT B KAYECTBE rapaHTUM TOro, YTO MHTENNEKTyarnbHbIN/TBOPYECKUIA TPYA aBTopa
He ByaeT HanpacHbIM, A4acT eMy crnpaBeAfinBbie BO3MOXHOCTM 3apaboTaTb Ha pesynbTatax CBOero Tpyaa, nony4mTb
M3BECTHOCTb W MpusHaHue. HukTo 6e3 paspelueHVMs aBTOpa He MOXET BOCMPOW3BOAUTL €ro npousBefdeHue,
pacnpocTpaHaTb, NybnMyHO AEMOHCTPMPOBaTh, NpoAaBaTth, MMNOPTUPOBAaTL, NyckaTb B NpoKaT, Ny6rMyYHO NCNOMHATD,
nokasbIBaTb/MCNONHATL B achmpe unu pasmeLlats B VIHTepHeTe.

Mcnonb3oBaHue "nmnpartckoro” nporpaMMHOro obecneveHnss MoxeT npuBeCT" K MHOIMM pUCKaM: OT noTepwu
OaHHbIX K TBOMM aKKayHTamM 40 6]'IOKVIpOBKVI TBOEro yCTPONCTBA, rAe YCTaHOBMEHa HeneranbHas nporpamma. He ctont
Takke 3abbiBaTb, UTO CYLLEeCTBYIOT JeranbHble U GecnnaTHble nporpamMmmbl, KOTOpPble MOXHO HAaNTU B CETH.

O nopTane

CeTeBNYOK.pd - TBOW rMaBHbI COBETYMK B CETU. 34ECh Thl MOXELUb Y3HaTb 0 6e30MacHOCTH B CeTu
MOHATHBIM U AOCTYMHBLIM S3bIKOM, @ NPY BO3HWKHOBEHUW KPUTUYECKOW CUTyaLmMmn obpaTtnuTbCs 3a COBETOM. A Takke
NPUHSATB Y4acTue B KOHKypcax 1 CTaTb cambIM LMPpoBbIM rpaxgaHuHoMm!

lNpunoxeHue N 3
NAMATKA Ond POOUTENENA OB UHOOPMALIMOHHOW BE3OMNACHOCTU OETEN

Onpepgenexve TepMuHa "MHopMaLumoHHast 6esonacHocTb geTei” cogepxutcsa B PegepanbHom 3akoHe N 436-
@3 "O 3awwmTe geter oT MHpopMaLMK, NPUYMHSAIOLLEN BPe UX 300POBbI0 U PasBUTUID", perynmpyroLwmm OTHOLLEHUS,
CBSI3aHHbIE C 3aWMTON AeTel OT MHOPMaLUW, NPUYMHSIOLLEN Bpea WX 300pOBbi U (Mnn) passuTtuio. CornacHo
OaHHOMY 3akoHy "MHopmauuoHHas 6e3onacHoCTb geTer” - 3TO COCTOsIHME 3alULLIEHHOCTW, MPU KOTOPOM
OTCYTCTBYEeT PWCK, CBS3aHHbIA C MPUYMHEHWEeM WHdOopMauven Bpeda WX 340POBbIO M (Unn) UsM4eckomy,
NCUXNYECKOMY, LYXOBHOMY, HDaBCTBEHHOMY Pa3BUTUIO.

B cuny ®epepanbHoro 3akoHa N 436-®3 nHdopmMaumen, npuunHaLWen Bpes 300POBbI0 U (MNN) pasBUTUIO
aeTen, aBnsaeTcs:

1. MHpopMaLms, 3anpeLleHHas ansa pacnpocTpaHeHns cpeaun aeTen;
2. "HgopMaums, pacnpocTpaHeHe KOTOPOI orpaHNYeHO cpeam AeTel onpeaeneHHbIX BO3PacTHbIX KaTeropui.
3. K nHcdopmaumm, 3anpeLleHHon 4ns pacnpocTpaHeHnsa cpean geten, OTHOCUTCS:

4. HdopMaumsi, nobyxaatoLas AeTei K COBEPLUEHUIO AeWCTBUI, NPEACTaBMSAOLWMX YrPO3y UX XKU3HW U (Unn)
3[10POBbLIO, B T.4. MPUHNHEHMIO Bpeaa CBOEMY 300POBbI0, CAMOYGUINCTBY;

5. cnocobHOCTb BbI3BAaThb Yy AeTel XenaHne ynotpebuTb HapkoTUYecKne CPefcTBa, MCUMXOTPOMHbIE U (Mrn)
oaypmaHuBaloLLme BellecTsa, TabayHble N3Aenus, ankoronbHy 1 CIMPTOCOAEPXKALLy NPOAYKLMIO, MMBO U HAMUTKW,
M3roTaBnMBaeMble Ha €ro OCHOBE; MPUHATb Yy4vacTue B asapTHbIX WUrpax, 3aHMMaTbCA MPOCTUTYLIMEN,
6poASAKHNYECTBOM UMK NOMPOLLARHNYECTBOM;

6. o6ocHoBbIBatoLLIAA UK onpasabiBaowad AonyCTUMOCTb HAacunna u (I/IJ'II/I) )KEeCToKoCTM Nnbo n06y>|<,u,a}ou.1aﬂ
OCyLeCTBNATb HACUNbCTBEHHbIE OENCTBUSA NO OTHOLLEHMIO K JTIOASM U XKUBOTHLIM;

7. oTpyualoLwas cemeiHble LEHHOCTM U hopMupytoLLas HeyBaxxeHne K poautenam v (Unu) gpyrum yneHam
cemby;

8. onpasAbiBalolada NpoTuBoONpaBHOE NoBedeHNE;
9. copepkalliast HeLleH3ypHyo BpaHb;
10. cogepalyasn nHopmMmaLmio NopHorpadnUYeckoro xapakrepa.
K undopmaumum, pacnpocTpaHeHMe KOTOPOM OorpaHMYEHO cpeaun aeTen onpenerieHHoro Bo3pacTta, OTHOCUTCS:

1. MHopmaums, npeacrasnsemasl B Buge M306pa)KEHMﬂ WM OMNCaHNSA XXECTOKOCTU, PU3NYECKOTO U (VIJ'IVI)
NCUXNYECKOro Hacunua, npectynneHna nnm NHoro aHTMoOLWEeCcTBEHHOro AeNcTBuS;



2. Bbi3blBalOLLas y AeTel cTpax, yxKac Ui naHuky, B T.4. NpeacTasnsemMas B BUAe U300paxeHns Ui onncaHns
B YHWKaloLleN YernoBeyeckoe [OCTOMHCTBO (POPME HEHacUNbCTBEHHOW CMepTu, 3aboneBaHusi, camoybuiicTBa,
HecyacTHOro criyyasl, aBapum Unm katacTpodbl U (UN) UX NOCNEeaCTBUA;

3. npegcrtaensiemas B Buge M306pa)KeHVIF| NI ONUCaHNA NOSTOBbLIX OTHOLLEHUI MEXAY MY>XYNUHOWN U KEHLLNHOW;
4. copepxalas 6paHHbIe CnoBa 1 BblpaXXeHusa, He OTHOCALLMeCA K HeueHaypHon 6paHVI.

C yueTtom atoro Bam npegnaratotca npaBuna pabotbl B cetu VHTepHeT Ans pasnuuHbIX BO3PaCTHbIX
KaTeropui, cobnofeHre KOTopbIX NO3BONUT obecnevnTb NHPOPMaLMOHHYIO 6e30MacHOCTb Ballmx AeTeNn.

O6wue npasuna gnsa poautenen

1. HesaBucmmo oT Bo3pacTa pebeHka ucrnonb3dymnte nporpammHoe obecneyeHve, nomorarwliee punbTpoBaTb
N KOHTPONMPOBaThL MHOPMaLMIO, HO HE MonaranTech MOMHOCTLI0 Ha Hero. Balle BHUMaHWe k pebeHKy - rmaBHbIN
MeToZ 3aLUuThl.

2. Ecnn Baw pebeHok MMeeT akkayHT Ha OAHOM M3 coumanbHbix cepBucoB (Livedournal, blogs.mail.ru,
vkontakte.ru n T.n.), BHUMATENBHO U3y4nTe, Kakylo MHAOPMALMIO NMOMELLAOT €ro y4aCcTHUKU B CBOUX MPOUIISX U
6riorax, Bkntoyas dgotorpadum n Buaeo.

3. MNpoBepbTe, € KakUMK ApYrMK canTammn CBA3aH coumanbHbi cepuc Bawero pebeHka. CtpaHuykn Bawero
pebeHka MoryT 6bITb 6e30nacHbIMK, HO MOTYT U COAEPXaTb CCbINIKN Ha HeXenaTernbHble U OnacHble CanTbl (Hanpumep,
NMOPHOCANT, UM CalT, Ha KOTOPOM ApPYr yNOMUHAET HOMep COTOBOro TenedoHa Bawlero pebeHka nnv Baw gomatuHum
appec)

4. MoowpsnTe Bawunx geten coobwate 060 BCeM CTPaHHOM UMM OTTankvMBaloLEeM W He CAULIKOM OCTPO

pearnmpymnTe, Korga oHu 310 AenatT (VI3-38 ornaceHusi NoTepsTb AOCTYN K VIHTepHEeTYy AeTU He FOBOPAT POAUTENSIM O
npoGnemax, a TakKKe MOryT Ha4daTb UCNoJ1b30BaTb VIHTepHeT BHe goma 1 LIJKOJ'IbI).

5. ByabTe B Kypce ceTeBoM xn3Hn Balwero pebeHka. IHTepecyTech, KTO UX Opy3bs B IHTEpHET Tak Xe, Kak
MHTEpEeCcyeTeChb pearbHbIMU APY3bAMUN.

Bo3pacTt o1 7 oo 8 ner

B WHTepHeTe pebeHok cTapaeTcd MOCeTUTb T€ WIN UHblE CaWTbl, @ BO3MOXHO W 4aTbl, paspelleHne Ha
noceLleHne KoTopbIX OH He Mmonyyun Obl oT pogutenen. lMoatomy poamTensMm ocobeHHO nonesHbl byayT Te oT4eThl,
KOTOpble MPedoCTaBMAsATCA MporpaMmmamMu MO OrpaHMYeHVio 1cnonb3oBaHusa WHTepHeTa, T.e. PoguTtenbckui
KOHTPOJb UK TO, YTO Bbl CMOXETe YBUAETb BO BPEMEHHbIX dannax. B pesynbTaTte, y pebeHka He ByaeT oLyLieHuns,
YTO 3@ HUM BEeAETCS NOCTOSAHHBIV KOHTPONb, OAHAKO, pOAUTENM ByAyT NO-NpeXHEMy 3HaTb, Kakme caiTbl noceLLaeT nx
pebeHok. [leTm B AaHHOM Bo3pacTe obnafatoT CUMbHLIM YyBCTBOM CEMbW, OHU AOBEPYMBbLI U HE COMHEBAOTCH B
aBToputeTax. OHu NOBAT urpaTe B CETEBbLIE UIPbl 1 NYyTELLECTBOBATL N0 VIHTEPHETY, NCMONb3ys SNEeKTPOHHYIO MOYTY,
3aX0AMTb Ha CalTbl 1 YaTbl, HE PEKOMEHO0BAHHbIE POAUTENAMMU.

Coeemnbl no 6e3onacHocmu e cemu MHmepHem Onst demeli 7 - 8 nem

1. CospainTe CMMCOK OOMAalLHMX MpaBui MocelleHns VIHTepHeTa npu ydacTum neTein u TpebyiiTe ero
BbIMOMHEHUS.

2. TpebyiiTe oT Bawero pe6eHka cobniogeHnst BpEMEHHbIX HOPM HaXOXAEHWUSA 3a KOMMbIoTEpPoM. [okaxuTe
pebeHky, 4To Bbl HabnodaeTe 3a HUM He MOTOMY 4YTO Bam 3To xo4eTcs, a MoToMy 4To Bbl Gecrnokoutecb o ero
6e30nacHOCTU 1 Bcerga rotoBbl €My NMOMOYb.

3. KomnbtoTep ¢ nogkrnoveHnem Kk VHTepHeTy OOMmKeH HaxoauTbCa B OOLWer KOMHaTte Mo MpUCMOTPOM
poauTenen.

4. Vicnonb3ynte cneumnanbHble AeTCKUE MOUCKOBbIE MaLUMHbI.

5. WNcnonbayite cpenctBa OMOKMPOBAHUSA HeXenaTeNlbHOro KOHTEHTa KakK [OMOfHEHWe K CTaHZapTHOMY
PogntensckoMy KOHTpOrHo.

6. Co3galTe ceMeliHblii ANEKTPOHHbIV ALLIMK, YTOObI HEe NO3BONUTL AETSAM MMeTb COOCTBEHHbIE agpeca.

7. BHOKMpyVITe [ocTyn K cantam ¢ GecnnatHbIMW MOYTOBbLIMU SILLMKAMM C MOMOLLbIO COOTBETCTBYHOLLEro
nporpaMmmMmHoro obecneyeHus.

8. MNpuyunTte feten coBeToBaThCcA C Bamu nepep onybnukoBaHvem kakow-nmbo nHdopmaumm cpeactesamu
3MNEKTPOHHOWN MOYThI, YaTOB, PErUCTPALMOHHBLIX (POpPM 1 NpodUnen.

9. Hayuute geten He 3arpyxatb hansbl, NporpaMMbl UM My3biky 6€3 BalLero cornacusi.
10. He paspeluarite oeTsiM UCNONb30BaTb CIY>KObl MTHOBEHHOTO OOMeHa COOBLLEHNSIMN.
11. B "6enbIin" cnMcok canToB, pa3peLleHHbIX Asi MOCELLEHMs!, BHOCUTE TONbKO CalThl C XOPOLLEN penyTaumen.

12. He 3abbiBante 6ecenoBatb ¢ AeTbMU 06 nx Apy3bsix B VIHTepHETe, kak ecnu Obl peyb LWina o Apy3bsiX B
peanbHOW XU3HW.

13. He penavite "taby" 13 BONpOCOB NOMOBOW XMW3HW, TaK Kak B VIHTepHeTe AeTU MOryT Nerko HaTKHYyTbCst Ha
nopHorpacduo nnm cantsl "aAnga B3pocnbIx".



14. MpuyunTe Balwero peGeHka coobluate BaM O MOGLIX yrpo3ax unu TpeBorax, CBsA3aHHbIX ¢ HTepHeToM.
OcTaBaiiTecb CMOKOWHLIMW M HamoOMHUTE OeTsM, YTO OHWM B Ge30macHOCTW, ECn CaMu pacckasanu BaM O CBOMX
TpeBorax. MoxsanuTe WX U NOCOBETYITE NOLOWTM elle pa3 B MoJ0GHbIX Cryyasix.

BospacT getenn ot 9 oo 12 ner

B naHHOM Bo3pacTe AeTu, kak MPaBurio, e HacnblllaHbl O TOM, Kakasi MHchopMaLms cylecTByeT B IHTepHeTe.
CoBepLUEHHO HOPMaribHO, YTO OHU XOTAT 3TO YBUAETb, NPOYECTb, YCrblWwaTb. [1pnM 3TOM HY)XHO MOMHWUTL, YTO AOCTYN
K HexxenaTernbHbIM MaTepuanam MOXHO Nerko 3abnokmposaTb Npy NOMOLLM cpeacTB PoanMTenbckoro KOHTPOrs.

Coeemsl no 6e3onacHocmu 05151 demeti om 9 do 12 nem

1. Cospante cnnMCcoKk AOMalUHMX MpaBwun nocelleHns WHTepHeT npu ydactum geten u Tpebymte ero
BbIMOMHEHUS.

2. TpebyiiTe oT Balwero peGeHka cobntofeHVs HOpM HaXOoXAeHUs 3a KOMMbIOTEPOM.

3. Habniopante 3a peGeHkoM Mpu paboTe 3a KOMMbIOTEPOM, MOKaxuTe eMy, YTo Bbl GecrnokouTechb O ero
6e30nacHOCTU 1 Bcerga roToBbl OkasaTb eMy MOMOLLb.

4. KomnbtoTep ¢ nogknwoyeHvem B WHTepHeT OormkeH HaxoauTbcs B OOLWein koMHaTe nog npuvCcMOTPOM
poauTenen.

5. Vcnonb3ynte cpeacTtBa OGrNoOKMpOBaHWS HeXenaTenbHOro KOHTeHTa Kak AOMNOMHEeHWe K CTaHOapTHOMY
Pogntensckomy KOHTpOrHo.

6. He 3abbliBaiiTe NpuHYMaTh HEMOCPEACTBEHHOE y4yacTue B XuU3HU pebeHka, GecegoBaTb ¢ AeTbMU 06 UX
Apy3bsix B IHTepHeTe.

7. HactauBaliite, YToObl A€TU HMKOFAA He cornallanncb Ha NMYHbIE BCTPEYN C APY3bsMM MO VIHTEpHETY.
8. Mo3BonsiTe AeTsaM 3axoanTb TOMbKO Ha calTbl U3 "Genoro” cnucka, KOTopbI co3ganTe BMECTe C HUMM.

9. MNpuy4nTe geTen HWKOrAa He BbiAaBaTb NINYHYKO MHOPMALMIO CpeacTBaMy 3NEKTPOHHOW MOYTbl, YaToB,
CUCTEM MIHOBEHHOrO 06MeHa COOOLLEeHUsIMM, PermcTpaumoHHbIX (POpM, NUYHBLIX Npodunen n Npu perncTpaunm Ha
KOHKypcChbl B IHTepHeTe.

10. MNpuyunTe fgeten He 3arpyxaTtb nporpammbl 6e3 Bawero paspelueHus. O6bACHUTE UM, YTO OHW MOTYyT
CryYanHo 3arpy3uTb BUPYCbl UMK ApYroe HexenaTtenbHoe nporpaMMHoe obecneyeHve.

11. Co3paiite Bawwemy peGeHKy orpaHMUYeHHyto YYETHYIO 3anuch st paboTbl Ha KOMIbIOTEPE.

12. MpuyunTe Bawero peGeHka coobLiaTb Bam O NoBbIX yrposax Unmn TpeBorax, CBA3aHHbIX ¢ IHTepHeToM.
HanomHuTe geTtsim, 4To oHK B 6€30MacHOCTH, ECN CaMU pacckasani Bam O CBOMX TPEBOrax M OnaceHusX.

13. PacckaxuTe fetsim o nopHorpadun B IHTepHeTe.

14. HactamBante Ha ToM, 4TOObI AeTV NPeaoCTaBnanu BaMm AOCTYMN K CBOEW SMEKTPOHHOW noyTe, YToObl Bbl
ybeamnuce, 4To OHM He 06LLalTCA C HEe3HaKoOMLAaMM.

15. OObsACHNTE OEeTsIM, YTO Herb3s UCMNOMb30BaTh CeTb ANS XYNUraHCTBa, pacrnpoCTPaHEHUs CnreTeH unm
yrpos.
BospacT getenn ot 13 go 17 netr

B aTom BO3pacTe MogpoCTKM aKTUBHO MCMONb3YIOT NOWUCKOBbIE MaLLMHBI, MOMb3YHTCS 3MEKTPOHHOW MOYTOMN,
cnyx6amu MrHoBeHHOro obMeHa CooBbLLeHMAMM, CKaumBatoT My3biKy 1 dunbMbl. Manbyvkam B 3Tom Bo3pacTte bonbLue
Mo HpaBy cMeTaTb BCE OrPaHNYEHUst, OHM XaxayT rpyboro toMopa, a3apTHbIX Urp, KapTUHOK "Ans B3pocnbiX". [JeBoykn
npegnoyMTaroT obwaTbCcsa B YaTax, Npy 3TOM OHW ropas3no 6onee YyBCTBUTENbHbBI K CeKCyanbHbIM AOMOraTenbCcTBam
B NHTepHeTe.

3ayacTylo B JaHHOM BO3pacTe POAMTENSM YXe BeCbMa CIIOXHO KOHTPONMPOBaTb CBOMX AETeW, Tak kak o6
VHTepHeTe OHM yXe 3HAKT 3Ha4MTeNnbHO Oonblue CBOUX poauTernen. Tem He MeHee, He OTnyckamTe AeTein B
"cBoboaHoe nnasaHue" no NHtepHeTy. CTapaiTech akTUBHO y4acTBOBaTh B 06LLeHMM pebeHka B VIHTepHeTe.

BaskHO no-npexHeMy CTporo cobrogaTb npasuna MIHTepHeT-6e30MacHOCTM - cornalleHne Mexay poauTensiMm
1 aetbMu. Kpome Toro, HEO6X0AMMO Kak MOXHO Yalle NpocMaTpmBaTh OTYETHI O AEATENbHOCTU AeTel B MIHTepHeTe.
Cneayet 06paTnTh BHUMaHNE Ha HEOBXOAMMOCTb COAEPXKaHNS POAUTENBCKMX Naporei (Nnaporne agMUHUCTPaTOPOB)
B CTPOroM cekpeTe 1 06paTuTb BHUMaHNE Ha CTPOrOCTb TUX Naponen.

Coeemnbl no 6e3onacHocmu e amom eo3pacme om 13 do 17 nem

1. Cosgante cnucok AoMallHMX MpaBun noceleHns WMHTepHeTa npu ydacTuvM nNogpoCcTKOB U Tpebywte
6e3ycnoBHoro ero BbinonHeHusa. ObroBopute ¢ pebeHKOM CMMCOK 3anpeLLeHHbIX canToB ("Y4epHbIn Cnncok"), Yachl
paboTbl B VIHTepHeTe, pykoBOACTBO MO 06LeHuto B VIHTepHeTe (B TOM uncne B YaTax).

2. KomnbloTep ¢ NOAKMYEHNEM K CETU VIHTEPHET AOMMKEH HAaxoanTbCH B obuen komHare.

3. He 3ab6biBaitTe 6ecenoBathb ¢ AeTbMM 06 UX Apy3bax B IHTepHeTe, 0 TOM, YeM OHM 3aHATHl TakuM 0GpasoMm,
GyATO peyb uaeT o Apy3bsiX B pearnbHon xusHu. CnpalumeaiiTe o Nogsx, C KOTOpbIMU AeTU 06LLaloTcs NOCPEACTBOM
cnyx6 MrHoBeHHOro o6MeHa coobLLeHVIMU, YTOObI YBeaNTLCs, YTO 3TU JHOAN UM 3HAKOMBI.



4. |/|CI'IOJ'Ib3yl7ITe cpencTtea 6ﬂ0KMpOBaHM$I HeXenaTtesilbHOro KOHTEeHTa KaK AOMNOoJIHeHUe K CTaHAapTHOMY
PoantenbckoMy KOHTPOSHO.

5. HeobxoamMmo 3HaTb, Kakumu Yatamm nonb3ytoTca Bawm getu. MNoowpante ncnonb3oBaHne MoaepupyemMblX
4yaToB 1 HacTamBanTe, 4ToObl ATV He obLLan1ch B NMPUBATHOM peXxunme.

6. HactamBaiite Ha Tom, YTOObI AETU HMKOTAA HE BCTpeYarnmcb JINYHO C APY3bAMU U3 CETU WHTepHeT.

7. Mpuy4dnTe AeTen He BblAaBaTb CBOK NMMYHYIO MHAOPMaLMIO CpeAcTBaMM SMEKTPOHHOM MOYTbIl, YaToB, CUCTEM
MIFHOBEHHOIO 06MeHa COOBLLEHNAMN, PErNCTPALMOHHBIX (POPM, FIMYHBIX NPOMUIEN N MPU PErncTpaLmMn Ha KOHKYPChbl
B VIHTepHeTe.

8. Mpuyuute feten He 3arpyxartb nporpammbl 6e3 Baiero paspelueHns. O6bACHUTE MM, YTO OHWU MOTYT
Cry4anHo 3arpy3nTb BUPYCbl UMW APYroe HexenartenbHoe nporpaMMHoe obecneyeHme.

9. MpuyunTe Balero peGeHka coobLlaTb BaM O MOObIX Yrpo3ax UM TpeBorax, CBsi3aHHbIX C VIHTepHeTOM.
HanomHuTe oeTsam, 4To oHn B GE30MacHOCTU, ECNU cami pacckasanil BaM, 0 CBOMX Yrpo3ax Unu Tpesorax. [Moxeanute
UX U NMOCOBETYITE NOAOUTU elle pas B NoA0OHbIX criydasx.

10. Pacckaxute petam o nopHorpacdpum B WHTepHeTe. lNomormte vMm 3awmtutbes OT crnama. Hayuute
NoApOCTKOB He BblAaBaTb B IHTepHETe CBOEro pearnbHOro afeKkTPoOHHOro agpeca, He oTBeYaTb Ha HexenaTernbHble
n“cbma 1 UCMONb30BaTh CneumarnbHble NoYTOBblE PUMLTPLI.

11. Npuyunte cebs 3HAKOMUTLCHA C cCanTamu, KOTOPble NOCELLAT MOPOCTKN.

12. HayunTe geTen yBaxaTb APYrMX B MHTepHeTe. Y6eamuTech, YTO OHM 3HAKOT O TOM, YTO MNpaBua XopoLlero
noBefeHNs AeiCTBYIOT Be3fe - AaXe B BUPTyarlbHOM Mupe.

13. O6bACHUTE OETAM, YTO HU B KOEM cny4ae Henb3Aa UCNoJf1b30BaTb CeTb ons XynuraHcTBa, pacnpoCcTpaHeHnsA
cnneTeH unn yrpos3 Apyrum niogam.

14. ObcyaunTe ¢ nogpocTkaMmu NpobrnemMbl CeTeBbIX a3apTHBIX UMP 1 X BO3MOXHBIN puck. HanomHuTe, 4to Aetn
He MOryT urpaTb B 3TU Urpbl COMNIAaCHO 3aKOHY.

[MocTosAHHO KOHTpONUpyMTe ucnonb3oBaHue NHTepHeTa Bawwmm pebeHkom! OTO He HapyLleHue ero JiM4YHoro
NpOCTPaHCTBa, a Mepa NPeaoCTOPOXHOCTY U NposiBrieHne Ballen poanTenbCKon OTBETCTBEHHOCTU U 3a00ThI.



